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Introduction : 

 

The Alcatel-Lucent cellular extension application is a powerful fixed-mobile convergence solution that 
extends the advanced voice features of the Alcatel-[ǳŎŜƴǘ hƳƴƛt/·ϰ hŦŦƛŎŜ /ƻƳƳǳƴƛŎŀǘƛƻƴ {ŜǊǾŜǊ ƻǊ 
OmniPCX Enterprise Communication Server to mobile devices. 
 

OTA (Over The Air ) deployment:  

 

The My Instant Communicator (MIC ) client application resides on a users mobile device and is deployed, 

along with the configuration parameters to Nokia E Series devices OTA ( over the air ) using the 

Fromdistance MDM Server platform. 

 

Deployment scenarios:  

Because a unique personal certificate is required, deployment can only be made using the end users  

details. 

 

Note: 

 

If a customer wishes to change any or some of the MIC parameters OTA, this can also be 

accommodated. 

 

This document is designed to introduce, assist and guide the customer in the deployment of the Alcatel 

Lucent MIC client application to Nokia devices. 

 

All illustrations and examples have been done on a Nokia E71 ( S60 v 3) 
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Pre configured deployment: Consultation.  

An initial consultation would be advisable to inform the customer of the information and process that 

requires to be completed for a successful deployment.  The consultation would be through the 

customers Alcatel Lucent supplier, or if not available, the same information and assistance can eb 

attained by submitting an email request to sale@e-s-e.co.uk . 

 

Pre configured deployment: servers . 

 

The MDM ( Mobile Device Manager ) Server will be preconfigured with user information, IMEI, device 

details and batch commands designed to allow the administrator to deliver and install the Alcatel Lucent 

MIC application to their users. 

Specific information will need to be collected from the customer, prior to the configuration of the MDM 

server. 

 

Prerequisites:  

 

This information is listed in both the Alcatel and MDM Server prerequisites.  Once the prerequisites are 

met, and the MDM Server has been configured, the customer will be ready to deploy / install and 

update the Alcatel MIC application. 

 

Available training : 

 

The customer will receive focused training, ( on request ) via webinar sessions, in the initial deployment 

of  MDM Clients.  Once devices are connected to the MDM Server, OTA ( Over The Air).deployment of 

the Alcatel MIC application can commence. 

 

  

mailto:sale@e-s-e.co.uk
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Fromdistance  MDM Server overview:  

 

 

 

The MDM framework: 

 
Fromdistance MDM is a comprehensive device management solution for the enterprise. It addresses the 

following aspects: 

 
V When devices are purchased, the process of taking them into use should be as simple as 

possible. 
 
V End users need to be supported, but also their activities may need to be restricted. 

 
V Devices' connection and security settings must be easily deployed and maintained. 

 
V Problems must be solved, located and prevented ς especially when devices are out of the office 

or in a poor network reception area. 
 
V Software distribution must be centralised and efficient. 

 
V Confidential information on lost or stolen devices must be erased. 

 
V Different devices and different user groups have different needs - still, interoperability and ease 

of use is paramount. 
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Client/Server Solution:  

 

Fromdistance MDM is a client/server solution that communicates over a secure encrypted interface. The 

browser-based interface of the MDM Server is used to monitor and control devices that are equipped 

with MDM Clients.  

Native Application:  

 

MDM Client is a native application with industry-leading compatibility with Nokia S60 mobile devices, 

Windows Mobile devices and PC Windows (XP and Vista) devices. MDM Server may be installed on 

ŎǳǎǘƻƳŜǊΩǎ ǎŜǊǾŜǊ ƻǊ ƛǘ Ƴŀȅ ōŜ ƻŦŦŜǊŜŘ ǊŜƳƻǘŜƭȅ ŀǎ ŀ ǎŜǊǾƛŎŜΦ 

Client initiated communica tion:  

 

Within the MDM framework, devices (having the MDM Client installed) normally open a connection 

(over fixed or wireless data bearer) to the MDM Server. These client-initiated sessions are called normal 

MDM sessions.  Therefore costs are minimised using existing http or https channels. 

Server initiated communication:  

 

The connection intervals are defined on the server,  a MDM Client gets its next connection time from 

MDM Server during each connection. It is also possible to initiate a connection from server, using 

special-content (standard format) SMS sent to the mobile device.  

Provisioning of Software applications and updates:  

 
MDM makes provisioning of software to mobile devices easy and efficient. MDM Server offers tools for 

making software available for devices - furthermore, it allows administrators to monitor applications 

that have been installed and run on devices. Silent installation and removal of software is supported. 
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Immediate communication:  

This SMS-based communication is necessary when: 

 
Connectivity (access point) settings on mobile device need to be altered in order to connect to MDM 
Server 
 

¶ Confidential data on mobile device needs to be erased in case of theft or loss 
 

¶ Sessions need to be re-scheduled (a session should start immediately) 
 

¶ MDM Server access information (server address or password) change unexpectedly. 
 

¶ MDM Client database reset is needed 
 

¶ MDM Client restart needed. 
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Major Components:  

MDM Server: 

 

The !ŘƳƛƴƛǎǘǊŀǘƻǊ Ŏŀƴ ǳǎŜ a5a {ŜǊǾŜǊΩǎ ōǊƻǿǎŜǊ-based interface to monitor their device base, settings 

on devices, applications being installed, and applications being used.  It has an easy to use and extensive 

reporting facility. 

 

Company policies may be defined for key settings, including security settings. Furthermore, 

administrator may send messages to users ς with precise tracking of delivery. 

 

When MDM Server needs to initiate a session with the MDM Client, a SMS message is used to trigger 

the session. Server initiated sessions may be required because: 

 
1. Connectivity (access point) settings on mobile device need to be altered in order to connect to 

MDM Server 
 

2. Confidential data on mobile device needs to be erased in case of theft or loss 
 

3. Server access information (server address and/or password) needs to be changed unexpectedly 
 

4. Sessions need to be re-scheduled (a session should take place immediately) 
 

5. Remote device access session is started. In this case, after receiving the SMS, an SSH tunnel is 
opened from device to MDM Server. This allows VNC connection to be established between 
device and Java-based VNC client. 

 
In the first three cases, the MDM Server sends information to the MDM Client (via SMS) that is used to 

perform appropriate actions on the mobile device. In the case of re-scheduling, the MDM Client is 

instructed to connect to the MDM Server as soon as it is possible. 

Safety measures are deployed in the MDM Client to prevent outsiders from causing problems to devices 

by sending SMS messages to them. MDM Server supports several SMS message sending options, new 

ones are built on request. 
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MDM Client: 

 

The MDM Client is normally invisible to the end user. It, however, monitors the device and its usage and 

is invoked in the following situations: 

 
V Blacklisted applications are either installed or run. 

 
V Mandatory applications are not installed or running. 

 
V Security settings of the device are compromised. 

 
V A message is sent from the administrator to the end user. 

 
V User should address an issue (like low memory). 

 
 
In the case of a breach of company policy, the level of action taken by the MDM Client is defined on the 

MDM Server. The MDM Server is considered an administrator tool and its interfaces are in English.  The 

MDM Client can be translated into any number of languages (current languages being English, German 

and Finnish). Most of the key texts visible on MDM Client are written by the administrator using the 

MDM Server. 

The MDM Client is installed on the device and is transparent to the user. The MDM client communicates 

with the MDM server, which monitors the device, reporting any breach of company policy to the MDM 

server. 

 

MDM FrOMA: 

 

FromdistanceΩǎ ha! 5a ŎƻƳǇƭƛŀƴǘ ǎŜǊǾŜǊ ǊǳƴƴƛƴƎ ƻƴ the device, allows OMA DM (Open Mobile 

Alliance Device Management) commands to be executed on OMA DM compatible devices within the 

MDM framework. This offers the administrator the possibility to perform OMA DM based operations 

without restrictions and complexity typical to OMA DM. 
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My Instant Communicator ( MIC ) 

 

Alcatel Pre requisites: Version and Memory  

 

Prior to installation, check the following parameters: 

 

Mobile Type Firmware  
version 

MVPN client  
version 

Available phone  
memory 

Nokia E66, Series60v3.1 210.21.007 27/02/2009 

RM-343 

3_1_090227 (1) җ рл a. όнύ 

Nokia E71, Series60v3.1 210.21.006 02/03/2009 

RM-346 

3_1_090227 (1) җ рл a. όнύ 

 

(1) if the version is different, please upgrade with the right one as described above. 

(2) for the installation of the Nokia Call Connect and the mVPN client applications. 
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Alcatel Pre requisites: Required Files.  

 

Component: Example: 

Nokia Call Connect application NokiaCallConnectBetaDual_2.02.13.sis 

Mobile VPN client mVPN_S60_v3_1_090227.sisx 

Site Certificate Authorities Alcatel_rootCa.cer 

Alcatel_sslCa.cer 

ALU_ADSSLsubCA.cer 

ALU_RootCA.cer 

VPN policy Alcatel_Lucent.vpn 

Personal certificate mycert.pfx 

Text configuration file for Nokia Call Connect 

application 

EsVoiceSettingsData.txt 
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MDM Server pre -requisites:  

 

To ensure the correct user information is registered with the correct device, unique details must be 

collated and sent to the MDM Server administrator, as a XLS spread sheet. 

This information can then be imported into the MDM Server database, omitting data entry tedium and 

errors. 

¢ƘŜ a5a {ŜǊǾŜǊ ǳǘƛƭƛǎŜǎ ά /ǳǎǘƻƳ tŀǊŀƳŜǘŜǊǎ ά ǿƘƛŎƘ ŀƭƭƻǿ ǘƘŜ ǎǳōǎǘƛǘǳǘƛƻƴ ƻŦ ǳǎŜǊǎ ŘŜǘŀƛƭǎ ƛƴǘƻ 

generic configuration commands. 

e.g.  

¢ƘŜ ŎǳǎǘƻƳ ǇŀǊŀƳŜǘŜǊ ά ŘǳŀƭψƳƻŘŜψǇǳōǳǎŜǊƴŀƳŜ ά ŎƻǊǊŜǎǇƻƴŘǎ ǘƻ ǘƘŜ ŦƻƭƭƻǿƛƴƎ Ǉŀrameter in the 

EsVoiceSettingsData.txt file: 

0 2010 EWlanSipPublicUserName Definition : WLAN/SIP public URI 

 

If the parameter is provided by using the MDM Server and custom parameters, then the  corresponding 

parameter in EsVoiceSettingsData.txt must be coƳƳŜƴǘŜŘ ƻǳǘΣ ōȅ ƛƴǎŜǊǘƛƴƎ  ά κκ ά ŀǘ ǘƘŜ ōŜƎƛƴƴƛƴƎ ƻŦ 

the entry. 

e.g. 

//0 2010 EWlanSipPublicUserName 

 

The public user name  ( dual_mode_pubusername )is unique for each individual, but the MDM Server 

uses one batch command to replace this value with all registered devices. 

 

A full correlation of MDM Server custom parameters is listed on the following page. 
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MDM pre-requisites: Custom parameter correlation.  

 

CustomParameter: dual_mode_pubusername  

Corresponds to the following parameter in the EsVoiceSettingsData.txt file: 

0 2010 EWlanSipPublicUserName Definition : WLAN/SIP public URI 

If the parameter is provided by using the MDM Server and custom parameters, then the  corresponding 

ǇŀǊŀƳŜǘŜǊ ƛƴ 9ǎ±ƻƛŎŜ{ŜǘǘƛƴƎǎ5ŀǘŀΦǘȄǘ Ƴǳǎǘ ōŜ ŎƻƳƳŜƴǘŜŘ ƻǳǘΣ ōȅ ƛƴǎŜǊǘƛƴƎ  ά κκ ά ŀǘ ǘƘŜ ōŜƎƛƴƴƛƴƎ ƻŦ 

the entry. 

e.g. 

//0 2010 EWlanSipPublicUserName 

 

CustomParameter: dual_mode_pxusername 

 

0 2105 EWlanSipProxyUserName 

If the parameter is provided by using the MDM Server and custom parameters, then the  corresponding 

parameter in Eǎ±ƻƛŎŜ{ŜǘǘƛƴƎǎ5ŀǘŀΦǘȄǘ Ƴǳǎǘ ōŜ ŎƻƳƳŜƴǘŜŘ ƻǳǘΣ ōȅ ƛƴǎŜǊǘƛƴƎ  ά κκ ά ŀǘ ǘƘŜ ōŜƎƛƴƴƛƴƎ ƻŦ 

the entry. 

e.g. 

// 0 2105 EWlanSipProxyUserName 
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CustomParameter: dual_mode_pxpassword  

 

0 2106 EWlanSipProxyUserPassword  (null string if no authentication) 

Will be provided by the ICS administrator in case of authentication in Digest mode OR if provided 

through custom parameters must be commented out in the file EsVoiceSettingsData.txt. 

//0 2106 EWlanSipProxyUserPassword   

 

CustomParameter: dual_mode_ruusername  

 

0 2107 EWlanSipRegistrarUserName 

Will be provided by the ICS administrator in case of authentication in Digest mode OR if provided 

through custom parameters must be commented out in the file EsVoiceSettingsData.txt. 

// 0 2107 EWlanSipRegistrarUserName 

 

CustomParameter: dual_mode_rupassword  

 

0 2108 EWlanSipRegistrarUserPassword  (null string if no authentication) 

Will be provided by the ICS administrator in case of authentication in Digest mode OR if provided 

through custom parameters must be commented out in the file EsVoiceSettingsData.txt 

// 0 2108 EWlanSipRegistrarUserPassword   
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CustomParameter: dual_mode_webusername 

 
0 1097 EAlcOmniWebServerUsername 

 

Will be provided by the ICS administrator OR if provided through custom parameters must be 

commented out in the file EsVoiceSettingsData.txt. 

 

//0 1097 EAlcOmniWebServerUsername 

CustomParameter: dual_mode_mschapv2username  

Corresponds to the MS-CHAP username, if this authentication method is being used. 
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Customer Prerequisites: User details.  

 

For a successful deployment using the MDM Server, the exact details of all users must contain the 

following information: 

User/Device information: 

¶ IMEI:    Unique 15 numbers 

¶ Device username:  Bert Nokia 

¶ Device Model Type:  E71 

¶ User Group:   Support 

¶ General Comments:  Comment here! 
 
CustomParameters: 
 

¶ dual_mode_mschapv2username 

¶ dual_mode_pubusername 

¶ dual_mode_pxusername 

¶ dual_mode_pxpassword 

¶ dual_mode_ruusername 

¶ dual_mode_rupassword 

¶ dual_mode_webusername 
 

 

Note:  A Microsoft Excel Template is available. 
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MDM pre -requisites: Files.  

 

The files required for the successful deployment of the NCC Client are: 

 

¶ Personal Certificates. 

¶ ESVoiceSettingsData.txt 

 

These must be collated and sent to the MDM Server administrator, in ZIP format.  The personal files 

must be placed within an IMEI folder structure.  Each IMEI corresponds to a unique user device. 

e.g. 

 

352924020163601 /  EsVoiceSettingsData.txt  

 /  Cert_als.pfx  

352924020193661 /  EsVoiceSettingsData.txt  

 /  Cert_als.pfx  

352924020567834 /  EsVoiceSettingsData.txt  

 /  Cert_als.pfx  

 

Explorer view: 

 

 

When received, the administrator will copy the personal files to the MDM Server, ready for delivery. 
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Pre requisite: Checklist  

 

Nokia Call Connect application 

Text configuration file for Nokia Call Connect application 

IMEI Collated ZIP file. 
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Deployment: Suggestions.  

 

Due to the speed and number of end users the MIC Client can be deployed to, using the MDM Server, it 

is worth considering the following: 

 

¶ Ensure that the IT department is aware of when the initial deployment is scheduled. 

¶ Inform the end users, with emails and illustrations.  Allow them to share the concept. 

¶ LƴŦƻǊƳ ȅƻǳǊ ƘŜƭǇ ŘŜǎƪΦ  DƛǾŜ ǘƘŜƳ ǳǎŜŦǳƭ ƛƴŦƻǊƳŀǘƛƻƴΣ ƎǳƛŘŜǎ ŀƴŘ ŀƴǎǿŜǊǎ ǘƻ ǇǊŜŘƛŎǘŜŘ C!vΩǎΦ 

¶ Prepare information flyers, which can be quickly sent to users who may be having difficulty. 

 

The more people you involve and inform about the deployment of the Alcatel-Lucent MIC, and the 

method you wish to adopt, the greater the success will be. 

 

Deployment: Overview.  

 

¶ Configure the MDM Client on the end users device. 

¶ Select the users. 

¶ Send the batch command. 

¶ Re-send any failed deployments. 
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MDM Server: Administrators o verview . 

 
 
The MDM Server uses a simple navigation and edit interface to manage the customers registered mobile 
devices. This management interface allows the user immediate access, and hence productivity, of their 
mobile environment. 
 
 
The management interface is IMEI (International Mobile Equipment Identity ) centric.  The IMEI is a 
number unique to every mobile device. It is usually found printed on the phone underneath the battery. 
It can be found by typing *#06# on a handset. 
 
 
The IMEI number is used by the GSM (Global System for Mobile communications ) network to identify 
valid devices and therefore can be used to stop a stolen phone from accessing the network.  
 
 
For example, if a mobile phone is stolen, the owner can call his or her network provider and instruct 
them to "ban" the phone using its IMEI number. This renders the phone useless, whether or not the 
phone's SIM is changed. 
 
 
All activity through the Mobile Device Management ( MDM ) server, whether viewing, issuing 
commands or deploying new access points can be done with reference to the IMEI. 
 
 
After a device has initially connected to MDM Server, the IMEI field of the device is a link to detailed 
information on the device. 
 
 
The navigation of the management interface is done through hyperlinks.  If you need to edit, delete or 
cancel functionality then the following buttons must be used: 
 
 

 

Edit a command, message, or operation: 

  

 

Cancel a command, message, or operation: 

  

 

Delete a command, message, or operation: 
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Logging on to the MDM Server:  

 
You will be informed of the URL of your MDM server installation.  The typical format is: 
 
https://mdm.hostedserver.net/your_mdm/login.php  
 
When connected you will be presented with the following screen: 
 
 

 
 
 
Enter your username and password, supplied by your administrator, and ά [ƻƎ hƴ άΦ 
 

Logon - Registered devices view:  

 
 

 

 

The Registered devices view is initially accessed when an administrator logs onto the system.  This page 

is used to manage the device base connected to the MDM Server, and gives the user an overall 

understanding of the current status of all connected devices. 

  

https://mdm.hostedserver.net/your_mdm/login.php
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Logon: Commands and control  

 

  

Navigation of the MDM Server is through Links and Hyperlinks. 

 

By selecting a hyperlink, for example IMEI, we are presented with further information regarding the 

selected device. 
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,ÏÇÏÎȡ #ÏÍÍÁÎÄÓ ÁÎÄ ÃÏÎÔÒÏÌ ÃÏÎÔȭÄ 

 

We can access different areas of the MDM Server by selecting the Command Links, seen on the left of 

the screen: 

 

 

 

In this document you will see references to other areas of the MDM Server.  Each reference will be 

described in the following format: 

 

Commands | Batch Commands | Add new batch command 

 

The above will guide the administrator to the correct area to commence creating a batch command. 

 

  




















































































