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Introduction

The Alcatelucent cellular extension application is a powerful fixeobile convergence solution that
extends the advanced voice features of the AlcitelzOSy & hYy At/ - n hF¥FFAOS / 2YYdz
OmniPCXnterprise Communication Server to mobile devices.

OTA (Over The Air) deployment:

The Mylnstant CommunicatofMIC ) client application resides on a users mobile device arepiswkd,
along with theconfiguration parameterso Nokia E Series devic®3A ( over the air ) using the
Fromdistance MDM Server platform.

Deployment scenarios:

Because a unique personal certificate is required, deployment can only be made using the end users
details.

Note:

If a customer wishes to changay orsome of the MCparameters OTA, this can also be
accommodated.

This document is designed to introduce, assist gnidle the customer in thdeployment ofthe Alcatel
Lucent MCclientapplication to Nokia devices.

All illustrations and examples have been done on a &dl&Kil ( S60 v 3)
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Pre configured deployment: Consultation.

An initial consultation would be advisable to inform the customer of the information and process that
requires to be completed for a successful deployment. The consultation would be through the
customers Alcatel Lucent supplier, or if not available, the same information and assistance can eb
attained by submitting an email request sale@es-e.co.uk.

Pre configured deployment: servers.

TheMDM ( Mobile Device Manager ) Servall be preconfigured with user information, IMEI, device
details and batch commands designed to allow the administrator to deliver and install the Alcatel Lucent
MICapplication to their users.

Specific information wlilheed to be collected from the customer, prior to the configuration of the MDM
server.

Prerequisites:

This information is listed in both the Alcatel and MDM Server prerequisites. Once the prerequisites are
met, and the MDM Server has been configurdat tustomer will be ready to deploy / install and
update the Alcatel NC application.

Available training :

The customer will receivimcusedtraining,( on request via webinar sessions) the initial deployment
of MDM Clients Once devices are connted to the MDM Server, OTA ( Over The Air).deployment of
the AlcatelMICapplication can commence.
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Fromdistance MDM Server overview:

|/ﬁEIEIDEIEIEI

MDM Wizard

SMS
Activation, access points,
remote access launch,
detonation, ...

I U

™\

Admin interface
Browser-based
interface for
administering

Data from MDM Client
Application inventory, policy breaches,
device settings, data consumption,
backup data, files, ...

\

\ ) .
v Files, access points,
*, MDM Client activation,
Y, cettificates, ...
A

MDM Server and
for accessing
devices remotely

HTTP(S)
Network

Open XML format
L.

Data from MDM Server
Device and connectivity settings, policies,

« LANAWLAN

/MDM Server

: gﬁg é?l-:s%gam) messages, SW packages, restore data, files,
Wind. N i
Un::!Lci';vL?x » WCDMAUMTS (3G) OMA DM commands, certificates, ...

MDM Server database
MS SQL Server,
MySQL, Oracle, ...

Remote device access
SSH tunnel

>

MDM Client
Nokia Series 60
Nokia Series 80
Windows Mobile 5&6
Windows CE
Windows XP
Windows Vista

TheMDM framework

FromdistanceMDM is a comprehensive device management solution for the enterprise. It addtbsses

following aspects:

V When devices are purchased, the process of taking them into use should be as simple as

possible.

V End users need to be supported, but also their activities may need to be restricted.

V Devices' connection and security settings massteasily deployed and maintained.

V Problems must be solved, located and preventazbspecially when devices are outtbe office

or in apoor networkreception area.
V Software distribution must be centralised and efficient.

V Confidential information ondst or stolen devices must be erased.

V Different devices and different user groups have different neexdil, interoperability and eas

of useis paramount
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Client/Server Solution:

FromdistanceViDM is a client/server solution that communicates over a secure encrypted interface. The
browserbased interceof the MDM Server is used to monitor and control devices that are equipped
with MDM Clients.

Native Application:

MDM Client is a native agphtion with industryleading compatibility with Nokia S60 mobile devices,
Windows Mobile devices and PC Windows (XP and Vista) devices. MDM Server may be installed on
Odza 12 YSNRAE aSNIBBSNI 2NJ AG Yire 0S 2FFSNBR NBY2dSte& |

Client initiated communica tion:

Within the MDM framework, devices (havirige MDM Client installed) normally openconnection
(over fixed or wireless data beard¢gthe MDM Server. These clieititiated sessions are called normal
MDM sessionsTherefore costs are minimised ogiexisting http or https channels.

Server initiated communication:

The connection intevals are defined on the servea, MDM Client gets its next connection time from
MDM Server during each connection. It is also possible to initiate a connectiondreer,susing
specialcontent (standard format) SMS sent to the mobile device.

Provisioning of Software applications and updates:
MDM makes provisioning of software to mobile devices easy and efficient. MDM Server offers tools for

making software available for devicefrthermore, it allows administrators to monitor applications
that have been installed and run on devices. Silestallation andemovalof software is supported.
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Immediate communication:

This SM®ased communication is necessary when:

Connectivity (access point) settings on mobile device need to be altered in order to connect to MDM
Server

1 Confidential data omobile device needs to be erased in case of theft or loss

1 Sessions need to be-szheduled (a session should start immediately)

1 MDM Server access information (server address or password) change unexpectedly.
1 MDM Client database reset is needed

1 MDM Client restart needed
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Major Components:

MDM Server:

The! RYAYAAGNY G2NJ OF y ddfa&ed iatéréceto{ momitdd SdikDevice @ settiryNJ
on devices, applications being installed, and applications beisgd It has an easy to use andenxsive
reporting facility.

Company policies may be defined for key settings, including security settings. Furthermore,
administrator may send messages to usevgith precise tracking of delivery.

When MDM Server needs to initiate a session with the MCIMnt, a SMS message is used to trigger
the session. Server initiated sessions may be required because:

1. Connectivity (access point) settings on mobile device need to be altered in order to connect to
MDM Server

2. Confidential data on mobile device needshe erased in case of theft or loss
3. Server access information (server address and/or password) needs to be changed unexpectedly
4. Sessions need to be-szheduled (a session should takagdimmediately)

5. Remote device access session is started. IrcHss, after receiving the SMS, an SSH tunnel is
opened from device to MDM Server. This allows VNC connection to be established between
device and Javhased VNC client.

In the first three cases, the MDM Server sends information to the MDM Client (viptBM$& used to
perform appropriate actions on the mobile device. In the case aicheduling, the MDM Client is
instructed to connect to the MDM Server as soon as it is possible.

Safety measures are deployed in the MDM Client to prevent outsidersdenrsing problems to devices
by sending SMS messages to them. MDM Server supports several SMS message sending options, new
ones are built on request.
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MDM Client:

The MDM Client is normally invisible to the end user. It, however, monitors the devidgesarsdge and
is invoked in the following situations:

V Blacklisted applications are either installed or run

V Mandatory applications are not installed or running

V Security settings of the device are compromised

V A message is sent from the administratorthe end user

V User should address an issue (like low memory)

In the case of a breach of company policy, the level of action taken by the MDM Client is defined on the
MDM Server. The MDM Server is considered an administrator tool and its intediec@sEnglish. The

MDM Client can be translated into any number of languages (current languages being English, German
and Finnish). Most of the key texts visible on MDM Client are written by the administrator using the
MDM Server.

TheMDM Clientis instdled on the device and isansparent to the usefrThe MDM clientommunicates
with the MDM serverwhich monitors the device, reporting any breach of company policy to the MDM
server.

MDM FrOMA:

Fromdistanc€a ha! 5a 02 YLX A |theidevieR@sOMA INDGPgEMMoEle 2 v
Alliance Device Management) commands to be executed on OMA DM compatible devices within the
MDM framework. This offers the administrator the possibility to perform OMA DM based operations
without restrictions and complexityypical to OMA DM.
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My Instant Communicator ( MIC)

Alcatel Pre requisites: Version and Memory

Prior to installation, check the following parameters:

Mobile Type Firmware MVPN client Available phone
version version memory

Nokia E66, Series60v3|210.21.007 27/02/2009 |3_1 090227 (1) X pnoa.
RM-343

Nokia E71, Series60v3] 210.21.006 02/03/2009 |3_1_090227 (1) X pn a.
RM-346

(1) if the version is different, please upgrade with the right one as described above.

(2) for the installation ofhe Nokia Call Connect and the mVPN client applications.

14 25 January 2010



Alcatel Pre requisites: Required Files.

Component:

Example:

Nokia Call Connect application

NokiaCallConnectBetaDual_2.02.13.sis

Mobile VPN client

MVPN_S60_v3_1 090227.sisx

Site Certificateuthorities

Alcatel_rootCa.cer
Alcatel_sslCa.cer
ALU_ADSSLsubCA.cer

ALU_RootCA.cer

VPN policy

Alcatel_Lucent.vpn

Personal certificate

mycert.pfx

Text configuration file for Nokia Call Conng
application

EsVoiceSettingsData.txt

15
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MDM Server pre -requisites:

To ensure the correct user information is registered with the correct device, unique details must be
collated and sent to the MDM Server administrator, as a XLS spread sheet.

This information can then be imported into the MDM Server dasgh@mitting data entry tedium and
errors.

¢tKS a5a {SNBSNJ dziAfAasSa & /dzad2yY tINFYSGSNER & 6KA
generic configuration commands.
e.g.

¢tKS Odzad2Y LI NYYSGSNI & Rdzk £ ¢ Y2RS yLldeanzerSrNGEF YS a O2
EsVoiceSettingsData.txt file:

0 2010 EWIlanSipPublicUserName Definition : WLAN/SIP public URI

If the parameter is provided by using the MDM Server and custom parameters, then the corresponding
parameter in EsVoiceSettingsData.txt mustb¥d6Sy i SR 2dzi > o6& Ay aSNIAy3 G
the entry.

e.g.
//0 2010 EWIlanSipPublicUserName

The public user name (dual_mode_pubusername )is unique for each individual, but the MDM Server
uses one batch command to replace this value withegjistered devices.

A full correlation of MDM Server custom parameters is listed on the following page.
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MDM pre-requisites: Custom parameter correlation.

CustomParameter: dual_mode_pubusername
Corresponds to the following parameter in the EsVoicefgtData.txt file:
0 2010 EWIlanSipPublicUserName Definition : WLAN/SIP public URI

If the parameter is provided by using the MDM Server and custom parameters, then the corresponding
LI N} YSGSNI AY 9ax2A0S{SGaGAy3Tast il Ed IYHzadiK$ So DR Ay
the entry.

e.g.

//0 2010 EWlanSipPublicUserName

CustomParameter: dual_mode_pxusername

0 2105 EWlanSipProxyUserName

If the parameter is provided by using the MDM Server and custom parameters, then the corresponding
parameterinB + 2 A OS{ SGGAy 345 4 dGEG Ydzad 068 O02YYSyidSR 2dz
the entry.

e.g.

/10 2105 EWlanSipProxyUserName
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CustomParameter: dual_mode_pxpassword

0 2106 EWlanSipProxyUserPassword (null string if no authentication)

Will beprovided by the ICS administrator in case of authentication in Digest @& provided
through custom parameters must be commented out in the B/ oiceSettingsData.txt.

//0 2106 EWlanSipProxyUserPassword

CustomParameter: dual_mode_ruusername

02107 EWIlanSipRegistrarUserName

Will be provided by the ICS administrator in case of authentication in Digest @Rdéprovided
through custom parameters must be commented out in the Eig/oiceSettingsData.txt.

/0 2107 EWlanSipRegistrarUserName

CustomParameter: dual_mode_rupassword

0 2108EWIlanSipRegistrarUserPasswdndill string if no authentication)

Will be provided by the ICS administrator in case of authentication in Digest @RdEprovided
through custom parameters must be commented out ie file EsVoiceSettingsData.txt

/10 2108 EWlanSipRegistrarUserPassword
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CustomParameter: dual_mode_webusername

0 1097 EAIcOmniWebServerUsername

Will be provided by the ICS administrator OR if provided through custom parameters must be

commented out irthe file EsVoiceSettingsData.txt.

/10 1097 EAIcOmniWebServerUsername

CustomParameter: dual_mode_mschapv2username

Corresponds to the MEHAP username, if this authentication method is being used.

19
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Customer Prerequisites: User detalils.

For a successfdleployment using the MDM Server, tegact details of all users must contain the
following information:

User/Device information:

1 IMEL Unigue 15 numbers

1 Device username: Bert Nokia

1 Device Model Type: E71

1 User Group: Support

1 General Comments: Commert here!
CustomParamters:

9 dual_mode_mschapv2username

1 dual_mode_pubusername

I dual_mode_pxusername

1 dual_mode_pxpassword

1 dual_mode_ruusername

1 dual_mode_rupassword

1 dual_mode_webusername

Note: A Microsoft Excel Template is available.

A B e D E F G H |

o | B =
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MDM pre -requisites: Files.

The files required for the successful deployment of the NCC Client are:

1 Personal Certificates.
1 ESVoiceSettingsData.txt

These must be collated and sent to the MDM Server administrator, in ZIP format. The personal files
must be plaed within an IMEI folder structure. Each IMEI corresponds to a unique user device.

e.g.

352924020163601 / EsVoiceSettingsData.tx
! Cert_als.pfx

352924020193661 / EsVoiceSettingsData.tx
! Cert_als.pfx

352924020567834 / EsVoiceSettingsData.tx
! Cert_als.pfx

Explorer view:

Folders X || Name =~ Size I Tvpe I Date Me
] -5 2024020163601 ;I Alcatel-Lucent. vpn ZKE WPM File 27H0j2
[0) 352942024664747 a'-lthcert-Dfx 6KE Personal Informatio..,  27/10/2
5 352942025043149 Edcert_als. pfx 6KE Personal Informatia,..  30/04/2
£5) 352942025045680 [E] EsvoiceSettingsData.txt 33KB  Text Document 05/06/2

When received, the administrator will copy the personal files to the MDM Server, ready for delivery.
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Pre requisite: Checklist

Nokia Call Connect application
Text configuration file for Nokia Call Connapplication

IMEI Collated ZIP file.
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Deployment: Suggestions.

Due to the speed and number of end users MK Client can be deployed to, using the MDM Server, it
is worth considering the following:

Ensure that the IT department is aware of when thigahdeployment is scheduled.

Inform the end users, with emails and illustrations. Allow them to share the concept.

LYF2N)Y &2d2NJ KSt L) RSai|o DA@PS (GKSY dzaS¥dzZ AyF2N
Prepare information flyers, which can be ddicsent to users who may be having difficulty.

= =4 4 =4

The more people you involve and inform about the deployment of the AltateéntMIC, and the
method you wish to adopt, the greater the success will be.

Deployment: Overview.

Configure the MDM Client omé end users device.
Select the users.

Send the batch command.

Resend any failed deployments.

= =4 4 A
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MDM Server: Administrators o verview .

TheMDM Servewusesa simple navigation and edit inteifeto manage the customers registered mobile
devices. Thimmanagement interdiceallowsthe user immediate access, and hence productivity, of their
mobile environment.

The management inteaiceis IMEI [pternational Mobile Equipment Identifycentric. ThelMElis a
number unique to every mobile device. It is usually found printed on the phone underneath the battery.
It can be found by typing *#06# on a handset.

The IMEI number is used by the GSBlIbpal System for Mobile communicationsetwork to identify
valid devices and therefore can be used to stop a stolen phone from accessing the network.

For example, if a mobile phone is stolen, the owner can call his or her network provider and instruct
them to "ban" the phone using its IMEI number. This rendeesghone useless, whether or not the
phone's SIM is changed.

All activity through the Mobile Device Management ( MDM ) server, whether viewing, issuing
commands or deploying new access points can be done with reference to the IMEI.

After a device hamitially conrected to MDM Server, thiMEI field of the device is a link to detailed
information on the device.

The navigation of the management intackis done through hyperlinks. If you need to edit, delete or
cancel functionality then the followmbuttons must be used:

# Edit a command, message, or operation:

}:: Cancel a command, message, or operation:

Delete a command, message, or operation:
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Logging on to the MDM Server:

You will be informed of the URL of your MDM setinstallation. The typical format is:

https://mdm.hostedserver.net/your _mdm/login.php

When connected you will be presented with the following screen:

Fromdistance MDM Last refresh: 13:18

H Admin login

He

Enter your username and password, supplied by your administratorgdand 2 3 hy & @

Logon - Registered devices view:

IMEL/ID Phone nr
i | | <Al [ <an= w| O <l - Filter
a7 E66 Support 30.10.09 D
76 Tony Dargis HTC 5710 Support 5. 1 5 D
7 Patrick E66 Bourgogne D
4362 Eric E66 Bourgogne 10.11.09 10:45 )
01 +447799330776 Tony Dargis E71 Support . 10.11.00 13:17 [
( dd selectad d to cl d

The Registered devicegew isinitially accessed whenreadministratodogs onto the system. This page

is used to manage the devicade connected tthe MDM Serverandgives the usean overall
understanding of the current statusf all connected devices.
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https://mdm.hostedserver.net/your_mdm/login.php

Logon: Commands and control

Fromdistance Last refresh: 18:17
=] |H| Registered devices:
Registered
J Devices in database: 5 (license for 0)
e
==
. : Gre
S N T N I T
‘ Ol | ] <All> [ <= D< >
‘ [] 3529420246 +33623071703 Alain E66 Support soaoostean [
‘ D 3552570172 +447799330776 Tony Dargis HTC 5710 Support 05.10.05 19:05 D "4 o
} [] 352942025045680 +33625704057 Patrick E66 Bourgogne 0 =« &=
e
‘ D 352942025043149 +33630684862 Eric E66 Bourgogne 8 12.11.09 18:17 D g =
=
‘ [ 352924020163601 +447799330776 Tony Dargis E71 Support § =z 121109 18:16 ) x4 b
( Add selected devices to clipboard ]
Add selected devices to set: | New set

Navigation of the MDM Server is through Links and Hyperlinks.

By selecting a hyperlink, fexample IMEI, we are presented with further information regarding the
selected device.

B pevice details:
DEVICE INFORMATION |

352924020163601 | +447799330776 | Tony Dargis | E71 | Symbian | Support

Main information

Free memory I.I.I. 70628 KB
RAM disk |.I.I. 70628 / 70632 KB
Phone flash |.I.I. 109030/ 122084 KB
Memory card [l

Eluetooth state Off (visible)
Bluetooth name

Autolock time <autolock off>
SMSC number +447785016005

Easy WLAN; Vodafone Internet GPRS [MDM1] [OMA DM];
R . SFR Internet
Access points

Easy WLAN; Vodafone Internet GPRS; SFR Internet

Firmware |.I.I. 300.21.012 18-06-2009 RM-346
Pazsword =0m3p455
IMSI 234159070278163 [United Kingdom]
Private IMSI{z)

Mobile country code 234 [United Kingdom]
Mabile network code 15
Network selection

Operator name vodafone UK
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We can access different areas of the MDM Server by selecting the Command Links, seen on the left of
the screen:

In thisdocument you will see references to other areas of the MDM Server. Each reference will be
described in the following format:

Commands | Batch Commands | Add new batch command

The above will guide the administrator to the correct area to commence cigatiatch command.
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